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Abstract:  

Since 9/11 debates on terrorism and counterterrorism have been poorly informed. 
Fear and ideology rather than reason and facts have guided our policymakers’ 
decisions, creating a dichotomy between liberty and security. As a result, the US 
government has pursued policies that tend to be illegal, unethical and/or invasive. 
  

In this paper I argue that the dichotomy between civil liberties versus national 
security is unsubstantiated, but that the relationship between the two concepts is 
highly interdependent. I argue this point in my paper by beginning with a brief 
history of terrorism and counterterrorism in the US prior to the September 11th 
attacks. Following that, I will use four case studies to examine current US 
counterterrorism policies: torture in interrogations, racial profiling, the NSA 
domestic surveillance controversy, and the use of FBI National Security Letters. 
Such policies not only erode civil liberties/human rights, but they also harm 
national security by obtaining dubious information via unethical means, diverting 
resources from real threats and eroding the important relations between law 
enforcement officers and ordinary citizens (particularly American Muslim 
communities). The paper concludes by offering a set of policy alternatives. 
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Section I. – A Definition of Terrorism and its Challenges 
 
 Before beginning this paper, it is necessary to provide a definition of the 
word “terrorism.” However this is no easy task. According to researchers Albert J. 
Jongman and Alex P. Schmid, there are at least 109 different definitions of 
terrorism.1 (The United States has at least three different definitions, between the 
Federal Bureau of Investigations [FBI], Department of State and Department of 
Defense.)2 Some analytical hurdles to overcome before arriving at a definition 
include: 
 

• “Terrorism” vs. “Liberation”. One man’s freedom fighter is another man’s 
terrorist. How is one to distinguish between the legitimacy of two different 
sides’ agendas? Is it through the ideology or through the means? Both?3 

• Terrorism as a crime vs. war. Is it a criminal act or it is a type of warfare 
that needs to be conducted according to the law governing war?4 

• Targets. Who is considered to be a civilian? Are humans the only targets of 
terrorism?5 

• State vs. non-state. State security apparatuses engage in terrorism, like 
Iranian Revolutionary Guard Corps, as the Bush administration has argued, 
or the Israeli Defense Forces, as many Palestinians would charge? Or is it 
simply limited to non-state actors?6 

 
Ultimately trying to build a universal consensus for an objective definition 

of terrorism is impossible. The fundamental problem with defining the term is that 
it is extremely subjective, shaped by ideology, politics and power. This is why 
definitions of the term continue to change.7 Nevertheless, in order to provide 
analytical clarity of U.S. counterterrorism, for this paper I define terrorism as:  
 

A criminal act by non-state actors that seeks to employ violence 
against unarmed human civilians, as defined by the Geneva 
Conventions,8 for political purposes 

 
 
Section II. – A Short History of Terrorism in the United States and Its Responses 
 

Although the subject of terrorism has always been and continues to be a 
hotly debated and widely interpreted topic, one thing that its historians and 
contemporary analysts agree upon is that it is not a new form of violence. One 
historian speculates that it may predate regular warfare because, “…the fighting of 
armies involves a certain amount of organization and sophisticated logistics that 
primitive man did not have.”9 Recorded historical evidence supports terrorism’s 
origins at about 2,000 years with emergence of violent Jewish fanatical groups 
such as the Sicarii,10 however the term “terrorism” itself was not coined until 1793-4 
during the French Revolution by Maximilien Robespierre. Interestingly, 
Robespierre’s usage of the term was a positive one, and furthermore, he applied 
the term as a tactical instrument of the state, as opposed to a non-state actor.11 
 



The first recorded instance of what might be argued as terrorism in America 
took place in 1622 when the Powhatan Native Americans attacked the Jamestown 
colony in 1622, killing 30% of its inhabitants.12 Although there were sporadic 
uprisings and rebellions in early United States history, the first terrorist 
organization after the creation of the American republic was the white supremacist 
organization, the Ku Klux Klan (KKK). Formed in 1867, it was originally a non-
violent social organization led by former Confederate general Nathan Bedford 
Forrest. However it soon turned to violence in 1868, murdering, beating up and 
intimidating black voters and white supporters of the Republican Party. Their 
attacks and intimidation were particularly effective in shaping voting patterns, 
“…help[ing] account for Georgia’s [among other states’] quick ‘redemption’ and 
return to conservative white Democratic control by late 1871.”13 After a massive 
Federal crackdown involving suspension of Habeas Corpus, legal convictions of 
“dubious constitutionality” and tough anti-Klan laws during 1871-72, the KKK 
disbanded itself. Although the KKK as an organization effectively ceased to exist, 
the Federal government’s overreaction ended up being counterproductive by 
helping the organization achieve its political objectives: 
 

These laws probably dampened the enthusiasm for the Klan, but they can hardly 
be credited with destroying it. The fact was, by the mid-1870’s white Southerners 
had retaken control of most Southern states governments and didn’t need the Klan 
as much as before. Klan terror had proven very effective at keeping black voters 
away from the polls. Some black officeholders were hanged and many more were 
brutally beaten. White Southern Democrats won elections easily, and passed laws 
taking away many rights that blacks had won during Reconstruction. 
 
The result was a system of segregation which was the law of the land for more 
than 80 years. This system was called “separate but equal,”…14 

 
After the end of early KKK violence in 1872, a new threat from anarchist 

movements emerged: “first wave” of modern international terrorism struck America 
with Haymarket square bombing in 1886. 15 Anarchist terrorism continued within 
the United States until 1927 until the execution of two Italian men, Nicola Sacco 
and Bartolomeo Vanzetti, who were arrested on charges of robbery involving 
murder.16 In the years between these two events, a series of bombings and 
murders took place that included the assassination of President McKinley in 1901, 
a string of mail bombings directed at government officials–that included a failed 
attempt at the Attorney General – in 1919, and the bombing of Wall Street in 1920 
which killed at least 30 people. In response to the mail bombings, then-Attorney 
General Mitchell Palmer ordered a infamous series of dragnets against immigrant 
communities, called the “Palmer Raids”, detaining thousands of individuals, 
holding many indefinitely or deporting them and sentencing a few to 
imprisonment or death based on very flimsy evidence, as was the case with the 
Haymarket bombing conviction and the arrests of the two Italian men.17 Eventually 
anarchist terrorism faded away from America, but it had little to do with the 
draconian and overreaching measures employed by Palmer. The Wall Street 
bombing and several other smaller attacks continued to occur after the notorious 
raids. As one terrorism analyst observes, “Clearly Palmer’s raids had not swept up 
all the agitators, despite the free hand law enforcement was given to trample civil 
liberties in the name of increased security. The dragnet didn’t work, and the 
terrorists remained free to strike.”18 Over time, anarchist terrorism withered because 



a new generation became more concerned with anti-colonial and nationalist 
struggles and other radical ideologies like communism and fascism.19 
 

The 1920s until the 1960s saw relatively few terrorist attacks on the United 
States soil –the time period classified as the “anti-colonial wave” by terrorism 
historian David Rapoport–most likely due to its lack of overseas territorial 
possessions. The notable exception to this is Puerto Rico, which perhaps not 
surprisingly is the origin of the terrorists who committed the 1954 shooting of 
Congress.20 America would experience a significant quantitative increase of 
terrorism on its main land shores beginning in the early 1960s and continues 
today. The 1960s until the fall of the Soviet Union in 1991, was when primarily 
leftist, anti-communist and ethno-nationalist (of various political tendencies) 
organizations were operating. These groups included Symbionese Liberation 
Army,21 Weather Underground Organization,22 Black Liberation Army,23 Armed 
Forces of National Liberation and other Puerto Rican militants,24 various Anti-Castro 
militants,25 Armenian militants,26 Jewish Defense League,27 various white 
supremacists28 and Al-Fuqra.29 From the mid 1960s to early 1970s the FBI instituted 
its counterintelligence program (COINTELPRO) against various left-wing 
organizations as well as “white hate” organizations like the KKK. COINTELPRO 
had greater success in dismantling the KKK than with leftist and Black Nationalist 
militants because the former effort was run largely as a criminal investigation, 
targeting criminal acts, whereas the latter was subject to a series of counter 
propaganda efforts and dangerous techniques inciting violence among members 
and between other organizations.30 Due to the illegal nature of many of the tactics 
used on leftist organizations and Black Nationalist organizations, many militants 
received little to no jail time. Their downfall had more to do with the collapse of 
the Soviet Union and the gains made by the civil rights movement than the FBI’s 
efforts. Public outcry from the Church committee investigating COINTELPRO led to 
enactment of the 1978 Foreign Intelligence Surveillance Act and barred 
counterintelligence techniques from being used in domestic terrorism 
investigations. 
 

Beginning the early 1990s until today the majority of terrorist attacks on the 
US mainland came from white nationalists and others on the far Right.31 Most of 
these attacks were successfully prevented, although some, such as the 1993 World 
Trade Center attack and the 1995 Oklahoma City bombing, were not. After the 
9/11 attacks occurred–which was due to intelligence and management failures, not 
criminal investigation techniques–32several pieces of legislation weakening privacy 
laws and law enforcement and intelligence oversight were passed. It appears that 
history is repeating itself as civil liberties are being eroded under guise of security; 
laws are being flouted even under weaker standards, while few international 
terrorists are caught and prosecuted.33 
 

In this paper I will examine four cases studies: torture in interrogations, 
racial profiling, the NSA domestic surveillance controversy, and the use of FBI 
National Security Letters. I argue that such policies not only erode civil 
liberties/human rights, but also harm national security by obtaining dubious 
information via unethical means, diverting resources from real threats and eroding 
the important relations between law enforcement officers and ordinary citizens 



(particularly American Muslim communities.) I will conclude by offering a set of 
policy alternatives. 
 
 
Section III. – Torture, Interrogation and the “Ticking-Time Bomb Scenario” 
 

In late May 2007, the New York Times ran an article covering criticism from 
experts commissioned by the Intelligence Science Board (ISB) of current 
interrogation techniques used by various law enforcement and intelligence 
agencies. Although the article notes that, “The science board critique comes as 
ethical concerns about harsh interrogations are being voiced by current and former 
government officials…,”34 most likely the ISB’s concern has little to do with ethics 
per se. 
 

Their concern, expected of professionals in their field, probably revolves 
around a single utilitarian question: Does it help US national security? Their answer 
was a clear “no.” Not only does torture harm US security interests by allowing 
terrorists like Bin Laden to use it as a rallying cry,35 it is useless as an interrogation 
tool. The latter perspective was one of the central conclusions the ISB came to in a 
372-page report, publicly released in January 2007, called, Educing Information.36 
 

The only slightly plausible justification for using torture is the “ticking time 
bomb scenario”–which posits that a government can justifiably use torture on a 
suspect they are certain possesses critical knowledge to stop a bomb that will 
imminently detonate and kill many people. This particular perspective is 
supported by academics like Bruce Hoffman and Alan Dershowitz.37 However the 
likelihood of such a scenario depends on unrealistic conditions, such as: 
 

• Law enforcement agents arrest the terrorist exactly during the time between 
bomb’s setup and its detonation 

• Agents have the amount of intelligence to know this person has all of the 
information needed to locate the bomb and that this particular time is 
especially crucial 

• The suspect him/herself has the remaining sufficient amount and quality of 
information to locate the bomb in time 

• Torture will provide the necessary amount and quality of information to 
locate the bomb 

• Torture will provide the necessary amount and quality of information 
quickly enough to locate the bomb and defuse it.38 

 
To debunk these assumptions, it is important to start off by recognizing that 

intelligence and law enforcement investigations very rarely rely on one human 
source to provide a full picture of what is investigated. It takes piecing together 
several different clues and pieces of evidence from many sources to get a broader 
understanding. Second, putting ethics and legal issues aside for the moment, both 
medical researchers and professional interrogators have repeatedly stressed the 
ineffectiveness of torture–in both its physical and psychological forms–as an 
interrogation technique.39 Torture either validates and deepens the convictions of 



terrorists, making them even more resistant, or causes weaker individuals to say 
anything to stop their pain. In both cases, torture is also a very time consuming 
process and most likely under a face-paced situation, the bomb will have 
exploded. Both ways, torture interrogators will probably not get information in 
time and even if they do, most likely it will be unreliable.40 The information 
gleaned from highly coercive measures is outdated or false. A good example, of 
the practical troubles of torture-based information is notorious coerced confession 
by Ibn al-Shaykh Libi’s of alleged ties between Al-Qaeda and the then-regime of 
Saddam Hussein.41 For his part, Bruce Hoffman could only produce a one 
anecdotal (and vague) example to support torture.42 
 

Beyond the practical concerns one must not forget that torture is not only 
ineffective and counterproductive, it is also illegal and unethical. Torture imposes 
a series of short and long-term physical and psychological damages on its victim43 
and mentally damages the torturers (the detailing of which are outside the scope 
of this paper).44 While certain government officials may believe torture is legally 
defensible,45 citing US and international law, domestic and international civil 
liberties/human rights groups and others have stated otherwise.46 Even if the Bush 
administration were to invoke national sovereignty to flout international legal 
frameworks, like the Geneva Conventions–which prohibits “mutilation, cruel 
treatment and torture” of detainees–the US Uniform Military Code of Justice and 
the War Crimes Act of 1996 make it a crime to violate the Geneva Conventions. A 
1994 Federal anti-torture statute strengthens these positions by making it a crime 
for any US national who, “commits or attempts to commit” torture.47 
 
 
Section IV. – Racial and Religious Profiling 
 

Prior to 9/11 a national consensus outlawing the use of racial profiling was 
emerging. After the attacks occurred, this consensus quickly dissipated and 
attitudes among government and in large sectors of the public went in the 
opposite direction. Since then, public calls for racial profiling of Muslims – and 
others who “look Muslim” – have become common fare in public discourse. The 
logic of racial profiling supporters – both pundits and some public officials –48 rests 
on the faulty premise that it is “a matter of survival” against terrorists. To the 
contrary, I argue that racial profiling is not only unethical, it also compromises 
America’s legal foundations and its national security. 
 

Before presenting my arguments over “racial profiling,” it is important to 
define the term. Since my focus on racial profiling deals with Muslims, it is 
important to that Islam is not a religion that is not confined to one particular skin 
color or ethnicity. Therefore in this paper, I have slightly modified Congressional 
Research Service’s49 definition of racial profiling. (I nonetheless retain the use of 
the term “racial profiling”, rather than modify it itself for the sake of terminological 
simplicity.) I define it as: the practice of targeting individuals for police or security 
interdiction, detention or other disparate treatment based primarily on their race, 
religion or ethnicity in the belief that certain racial, religious and/or ethnic groups 
are more likely to engage in unlawful behavior. 
 



Racial profiling is discriminatory and unethical because, prima facie, one’s 
ethnicity, race, or religion invites suspicion and action on an individual from law 
enforcement without any corroborating suspicious behavior or specific information 
demonstrating actual criminal activity.50 As a result, some civil rights and police 
organizations have argued, that it can breed further mistrust and suspicious among 
people, violates peoples’ constitutional rights and lead to a slippery slope of 
greater abuses such as the internment of Japanese-Americans during World War 
II.51 Yet in spite of its unethical nature, there are very few domestic laws that 
specifically prohibit racial profiling. In June 2003, the Department of Justice (DoJ) 
released a document entitled, ‘Guidance Regarding the Use of Race by Federal 
Law Enforcement Agencies’52 which gives outlines to Federal officials on the use of 
race in law enforcement and national security matters. According to the Guidance 
document, race is only to be used as a factor when there is intelligence indicating 
that terrorists or criminals of a particular ethnicity will imminently attack a target 
and/or suspects must exhibit “suspicious behavior.” Profiling someone simply 
because of stereotype and not based on intelligence and/or suspicious behavior is 
to be considered prohibited. 
 

Unfortunately, there are several problems with the document: 1) Its 
guidance is just advice and thus is not legally enforceable among any federal law 
enforcement agencies, in spite of recognizing that the 14th Amendment and 
subsequent legal precedent bans subjective law enforcement based on race; 2) it 
does not discuss profiling based on religion or religious appearance, in spite of the 
Equal Protection Clause within 14th Amendment and later legal precedent; 3) it 
does not give provisions for oversight or redress against discriminatory practices 
inconsistent with the document’s advice; 4) it allows for an exception under 
“national security” and fails to define what is an issue of “national security”; 5) it 
does not define “suspicious behavior” or even refer to any other documents that 
would define it – in spite of specific guidelines used by the FBI and local law 
enforcement agencies;53 and 6) it does not pertain to state and local levels where 
most racial profiling takes place, where there is very little legal protection.54 
 

There are also practical reasons why racial profiling should be banned for 
policing/counterterrorism purposes, particularly when this relates to Muslims. The 
American Muslim community is extremely racially and ethnically diverse, reflecting 
the cultural pluralism of the larger global community.55 This includes groups such 
as South Asians, Southeast Asians (Indonesians and Malays), Arabs, Sub-Saharan 
Africans, Caucasians and large groups of Caucasian, African-American and Latino 
converts. (In fact the second largest group of American Muslims is African-
American converts, making up approximately 30% of the community.) How can 
one tell who is a Muslim and who is not? The only possible way to discern 
someone who is Muslim is by their possible “religious” clothing. 
 

However not all Muslims may dress “religiously”, whatever that may mean. 
Integral to a terrorist’s ability to strike and survive is secrecy and the element of 
surprise. If Al-Qaeda operatives dressed “religiously” they would fit into 
stereotypes that make them very conspicuous. Unsurprisingly, the 9/11 attackers 
dressed like Westerners and some had shaved beards. That is why they have 
consistently sought after elite operatives who would best blend into their target 



societies. Their recruits start off as secular, Western educated people (with little 
religious education) who easily become indoctrinated by an ideologically-tainted 
version of Islam.56 Furthermore, they are not just from “traditional” Muslim groups 
like Arabs and South Asians, but include others like Caucasian converts.57 Even 
operatives from a “traditional” group may try to manipulate their ethnic features in 
order to look like a “non-Islamic ethnicity” – like Latinos – in order to avoid 
suspicion, such as one foiled terror plot in New York City.58 The use of majority 
Black East Africans on 7/21, as opposed to majority-South Asians on 7/7, is 
another example of race-switching tactics to avoid being ensnared by the clumsy 
trap of racial profiling. 
 

In addition, racial profiling of Muslims can undermine critical sources of 
intelligence needed to prevent an attack. The best people who understand and 
truly know the difference between peaceful law-abiding citizens and the tiny 
minority of bloodthirsty fanatics are Muslims themselves, whether as members of 
intelligence and law enforcement communities59 or vigilant citizens.60 By profiling 
against individuals or groups from a specific racial, religious and/or ethnic 
background, (such as the 5,000 Muslims interrogated after 9/11)61 it not only has a 
huge negative impact on civil liberties, it fails to smash terrorist networks62 and 
alienates the communities law agencies need most to obtain the necessary 
intelligence to prevent an attack.63 At best such tactics make people hesitant to 
constructively cooperate with law agencies and at worst become disillusioned with 
American society and become more receptive to extremist messages. A good 
relationship between law enforcement and Muslim communities is not just a great 
photo-op for politically correct purposes; it has extremely important strategic 
implications that enhance national security. 
 

Also, racial profiling is ineffective because terrorists may not directly attack 
a target with their own operatives. Terrorists and common criminals have been 
known to use women and children to unknowingly transport a weapon to its 
intended destination. Two newsworthy examples are Anne-Marie Murphy 64or the 
two-year old child whose teddy bear was stuffed with a gun.65  

 
Moreover, Muslim terrorist networks are not the only threat facing America. 

While not receiving as much attention as international Muslim terrorists have, 
domestic terrorism primarily from Neo-Nazis/White Supremacists and Christian 
extremists is still a major threat to American security. According to statistics from 
the Southern Poverty Law Center, at least 60 terrorism plots by domestic extremists 
have been foiled between July 1995 and May 2005. Of these 60 plots, 19 have 
been thwarted since September 11, and of these 19, 2 have involved possession of, 
or conspiracy to possess chemical weapons.66 (The most recent case was the arrest 
of an alleged “lone-wolf” Neo-Nazi terrorist on July 30, 2007, not by law 
enforcement authorities, but a bounty hunter.)67 
 
 
Section V. – 2007 Protect America Act and NSA Domestic Spying 
 

Leaks about the National Security Agency’s (NSA) domestic wiretapping 
program – also known as signals intelligence operations, or “SIGINT”68– first 



appeared on December 16, 2005 in the New York Times.69 The article revealed that 
since 2002 President Bush authorized the monitoring of “…international telephone 
calls and international e-mail messages of hundreds, perhaps thousands, of people 
inside the United States without warrants…” Almost six months later, the USA 
Today further revealed the same program was not limited to foreign 
communications, but “‘to create a database of every call ever made’ within the 
nation’s borders…” and so far has had “access to records of billions of domestic 
calls…”70 
 

The NSA’s domestic wiretapping activities without judicial or congressional 
oversight are another clear example of problems with the Bush administration’s 
counter-terrorism strategy, both legally and security-wise. Several legal analysts 
and privacy advocacy organizations contend the administration has severely 
restricted individuals’ right to privacy by violating the Foreign Intelligence 
Surveillance Act (FISA) of 1978 (regulating wiretapping of a foreign power through 
a special court), Title III (governing domestic criminal wiretapping), a series of 
communications privacy laws and possibly the Fourth Amendment of the 
Constitution.71 
 

Recently, news organizations reported that President Bush signed a bill 
quickly passed through the House and Senate, called the 2007 Protect America Act 
(PAA 2007), which allows warrantless domestic electronic spying by the National 
Security Agency to take place for up to 6 months. 
 

In itself, this appears to sacrifice Fourth Amendment protections to security 
concerns, but when one takes a closer look at the law, there are several other 
important provisions to consider. According to one report: 
 

• “…the law requires telecommunications companies to make their facilities 
available for government wiretaps, and it grants them immunity from 
lawsuits for complying. Under the old program, such companies participated 
only voluntarily… 

 
• “Second, Bush has said his original surveillance program was restricted to 

calls and e-mails involving a suspected terrorist, but the new law has no 
such limit… Instead, it allows executive-branch agencies to conduct 
oversight-free surveillance of all international calls and e-mails, including 
those with Americans on the line, with the sole requirement that the 
intelligence-gathering is ‘directed at a person reasonably believed to be 
located outside the United States.’ There is no requirement that either caller 
be a suspected terrorist, spy, or criminal. 

 
• “The law requires the government to delete any American’s private 

information that it picks up, but it contains an exception allowing agents to 
maintain files of information about an American that has foreign 
intelligence value or that may be evidence of a crime. 

 



• “As a check against abuse, the law requires Attorney General Alberto 
Gonzales and Michael McConnell, director of national intelligence, to design 
procedures for the program and to submit them for review by a secret 
national security court that normally approves warrant applications for 
intelligence-related wiretapping on US soil.”72 

 
Furthermore, another media report notes: 

 
• “The conversation does not have to be about terrorism, just a matter of 

foreign intelligence interest. 
 

• “The attorney general and the director of national intelligence have four 
months to submit to the secret national security court guidelines for 
determining what surveillance can take place without a warrant. The court 
then has six months to approve those procedures and cannot reject them 
unless it finds that the government has made a clear error in drawing them 
up, a legal standard critics say will make it nearly impossible for the 
executive branch to be denied. … A little-noticed provision in the new law 
also suggests that warrantless physical searches of homes and businesses 
inside the United States may be allowed if the investigation concerns a 
foreign target of an intelligence investigation, a congressional aide said.”73 

 
Based on this information, one can clearly see there are no provisions for 

protection against unwarranted physical or electronic search and seizures. 
Furthermore, there is no accountability. While it is true that calls being picked up 
by the NSA are supposed to be deleted, the provision about maintaining files of 
information that has “foreign intelligence value or crime” is elastic since foreign 
intelligence value is a both broad and subjective measure. 
 

From a purely security standpoint, the NSA program gives us a chance to 
analyze the effectiveness of SIGINT and the agency itself in counter-terrorism 
operations. I argue that such an intrusive program is not only illegal and unethical, 
but ineffective and counterproductive to fighting terrorism inside the United States. 
 

First, the extent to which wiretapping SIGINT contributes to these 
operations, may be overblown. As early as October 2002 the news agencies 
reported that the NSA had trouble penetrating and tracking Al-Qaeda cells because 
they “learned to evade U.S. interception technology––chiefly by using disposable 
cell phones or by avoiding phones altogether and substituting human messengers 
and face-to-face meetings to convey orders.” As the article illustrates, a heavy 
emphasis on SIGINT can be counterproductive to counter-terrorism efforts. Al-
Qaeda members deliberately attempt to trigger false alerts by openly feeding 
disinformation. They can then plug up any internal communications leaks by 
observing when counter-terrorism forces act on the false intelligence. Determining 
the validity of information from SIGINT operations has been difficult even for the 
most experienced analysts because what are collected are vague statements that 
can be easily misinterpreted.74 
 



Second, according to the 2006 USA Today article, NSA officials claimed 
domestic SIGINT operations help fight terrorism by using the data produced for 
“social network analysis.” However the current social network analysis methods 
used to guide SIGINT operations called “snowball sampling,” (a type of electronic 
dragnet) are not well suited for the type of counter-terrorism operations 
traditionally done by FBI criminal investigators. Research conducted by two social 
network experts, finds that the snowball method is better suited for highly 
connected groups, as opposed to a small autonomous cell75 which is the likely 
organizational structure of choice for the growing phenomenon of “homegrown” 
terrorist operatives.76 The NSA’s snowball sampling methods gathered a massive 
volume of useless information that overwhelms analysts77 and led FBI officials 
nowhere,78 wasting limited resources and time. Furthermore, the domestic SIGINT 
operations put an enormous technical strain on the NSA’s resources, forcing the 
agency to consume voracious amounts of electricity–on top of dealing with its 
current computer problems–to sustain its current operational capacity. This 
jeopardizes American national security by running the risk of another electrical 
overload, similar to the one that paralyzed the agency seven years ago and left our 
nation vulnerable for nearly three days.79 
 

Both of these examples illustrate that the NSA, with its SIGINT focus, is not 
well suited for the type of work effectively conducted FBI criminal investigators. 
They show that electronic dragnets are not only ineffective, but also 
counterproductive to fighting terrorism. The problem with the domestic SIGINT 
program is not collecting information. In fact, the opposite is true – analysts are 
overwhelmed by the massive amount of information they have to examine, made 
only worse by dismal management practices that mishandle the human and 
technical means of such analysis.80 (Mismanagement is allegedly also to blame for 
failing to institute a new data sifting program that could gather and analyze 
information more efficient while complying with privacy laws, prior to 9/11.)81 
Getting the proper information is necessary, but analyzing it, investigating it and 
disseminating it to the right people are also imperative. Failing to do these other 
three steps were major factors that led to the 9/11 and 7/7 attacks.82 
 

Let us conclude this section by examining the broader implications of this 
program in the fight against terrorist networks. Even if the NSA were to return to 
working within the FISA framework, one must ask whether or not that is best legal 
approach to fighting terrorism. Assuming that administration’s highly questionable 
justification83 for bypassing the FISA warrants–allegedly too difficult and slow to be 
approved–is true, one should consider that there are 94 federal judicial districts, 
but only one FISA court. By the time any security agency manages to get through 
the FISA process, it could have obtained permission for a criminal wiretap based 
on the Title III from any of the many other federal courts. Beyond time and 
logistics issues of FISA versus criminal courts, there is a larger conceptual conflict 
within policy circles. It is between using counter-intelligence versus law 
enforcement approaches to counterterrorism–which have enormous ramifications 
for both the legal and tactical directions in the fight against terrorist networks. 
 

Former 16-year FBI veteran Michael German finds that instead of the 
current counter-intelligence approach that drives counter-terrorism policy, the FBI 



and broader US government should be taking a more law-enforcement based 
approach instead. The common thread problem of a counter-intelligence approach 
is its strong need for secrecy. Tactically, “on the ground”, secrecy hinders the 
necessary intelligence sharing to combat terrorists out of a need to protect sources 
and methods, and prevents the exposure of good and bad practices, removing 
incentive for agencies to review and reform themselves when mistakes are made. 
Secrecy also allows more room for abusive practices that undermine America’s 
human rights and civil liberties foundations and diverting limited information-
gathering resources from other areas, thereby wasting limited resources and 
distracting agents and analysts from real threats.84 
 
 
Section VI. – National Security Letters 
 

NSLs are a special kind of administrative subpoena that the FBI uses to 
demand that private entities turn over documents or information without advance 
notice to or approval from a court. They are written directives to provide 
information from third parties like, “…telephone companies, financial institutions, 
Internet service providers, and consumer credit agencies, without judicial review. 
In these letters, the FBI can direct third parties to provide customer account 
information and transactional records, such as telephone billing records.”85 
 

Prior to the Patriot Act, restrictions on the NSLs were such that only a select 
few officials at the FBI headquarters would be able to sign off on a NSL request 
and then only if it had “specific and articulable facts” about the target and could 
only get information about “a foreign power or agent of a foreign power”, as 
defined by the Foreign Intelligence Surveillance Act of 1978. However after the 
Patriot Act, evidentiary standards were significantly lowered and agents only had 
to show how information sought by an NSL is “relevant” to an investigation, 
allowing them to get information about any person for foreign counterintelligence 
purposes and can get them signed off by officials at local FBI branches as well as 
many more officials at the national headquarters.86 
 

Prior to the Patriot Act, the NSLs were a tool one used solely for particular 
counterintelligence operations. However after its passage, the Patriot Act began to 
allow NSLs to be used for counterterrorism operations and overall relaxed rules for 
the conditions of its use. Under these new rules, an NSL could be sent to a person 
asking them for various kinds of information, and furthermore, they will be put on 
a gag order not to talk about it.87 
 

The results of applying NSLs to counterterrorism have been extremely 
alarming to say the least. According to a report by the Justice Department’s 
Inspector General (OIG), a series of abuses and mistakes that have been costly to 
civil liberties while providing extremely little support for counterterrorism efforts. 
They include:88 
 

• Understated reports of FBI NSL usage. Previous reports showed 30,000 
demands for NSLs issued annually, the OIG report found at least 143,000 
demands. Furthermore FBI data is incorrect due to delays in data entry, 



inaccurate data entered into the FBI’s database and NSLs not entered into 
the database. 

 
• Information retention and data mining of innocent Americans. Under 

current NSL statues, information is indefinitely held and easily retrieved, 
even in spite of evidence clearly demonstrating that an investigative target 
is not connected to terrorism. Even more alarming is that not only are 
Americans’ private information indefinitely stored and accessed by the FBI, 
but this information is also given to other government agencies and even 
foreign governments. Finally, the FBI/DoJ does not have a policy of 
destroying information not crucial to an investigation. It also began issuing 
“guidance” (i.e. legally non-binding) on what to do with information gained 
from an NSL in November 2006.  

 
• Failure by the Intelligence Oversight Board (IOB) to aggressively and 

meticulously do its job. Out of a possible 26 IOB violations sent to the FBI’s 
Office of General Counsel (OGC), only 19 of which were referred by the 
IOB itself. The OIG did an analysis of just 77 cases out of the hundreds of 
thousands of NSLs sent out and found another 22 more IOB violations, 17 
of which were not reported. One of the main reasons for these oversight 
discrepancies is that agents and analysts do not consistently cross the 
information received with what was requested by the letter.  

 
• Illegal use of NSLs to circumvent laws protecting information privacy. FBI 

agents would use close working relations with third party entities to help 
guide them towards whatever telephone records they wanted. They then 
used special “exigent letters” or NSLs illegally, when such an emergency did 
not exist, in order to work around certain privacy laws. The same was done 
with “certificate letters” at the Federal Reserve Bank for financial 
information. In many cases agents used NSLs to obtain information even 
though it they did not bother to minimally prove its “relevance” to an 
investigation. Many times this was due to the fact that there was not an 
open or pending investigation at all. This was made worse due to 
inadequate responses by FBI lawyers to internally address abuses. Worse 
still, there were other cases where other Bureau lawyers felt intimidated 
into approving NSLs because they did not want to challenge their bosses 
who were approving the letters and risk their careers. 

 
The OIG report also examined the effectiveness of this particular tool to 

fight terrorism. While the report provides the reader with anecdotal statements 
from some agents that NSLs are vital to counterterrorism operations, the report’s 
systematic analysis of the NSLs’ effectiveness contradicts such statements. Out of 
the 143,074 requested letters, only 153 proceedings emerged. Out of these 153, 
only 1 request led to a material support for a terrorism conviction. The report 
made no mention of how much the NSL contributed in that particular case and 
more broadly it did not make any mention of its contributing to stopping any 
terrorist plot. However, it did make mention of its effectiveness in three 
counterintelligence cases. One case led to a conviction, another led to the 



revelation that an FBI agent was in contact with a foreign intelligence operative, 
and other led cleared the target of any fraudulent activity. 
 

As with NSA wiretapping, using counterintelligence techniques in 
counterterrorism operations are not only disastrous for civil liberties; they are 
ineffective and counterproductive to fight terrorism. The OIG’s report went further, 
not only detailing the illegal and invasive nature of both the legal and illegal uses 
of the NSLs, but how poorly they were at counterterrorism. The massive amount of 
information overwhelmed analysts, leading to significant discrepancies on whether 
or not the NSL was responded to properly. It also diverted limited resources from 
time-tested and legal criminal investigative work to fishing expeditions for people’s 
private information.89 Furthermore, in spite of acknowledging the success of NSL-
led counterintelligence investigations, the OIG report also leaves one wondering 
whether such successes were worth the price paid in civil liberties and the 
possibility that such gains could have been achieved quicker and more efficiently 
without such a high cost. 
 

Finally, based in part on the revelations of the OIG report, September 6, 
2007 Federal judge Victor Marrero struck down the current statutes governing 
National Security Letters (NSLs), because its warrentless demands for information 
“violates the First Amendment and constitutional provisions on the separation of 
powers, because the FBI can impose indefinite gag orders on the companies and 
courts have little opportunity to review the letters.”90 
 
 
Section VII. – Conclusion and Recommendations 
 

After examining four different case studies of US counterterrorism policy, I 
find the notion of a zero-sum choice between civil liberties and human rights on 
one hand and successful counterterrorism policies on the other, false. In fact, as 
my analysis demonstrates, the relationship between upholding civil liberties 
through the rule of law and success against terrorism is interdependent. Our 
current policies hand terrorists a major victory by allowing the government to 
commit a double sin: unraveling the nation’s civil liberties and compromising its 
national security. In order to change this trend, I offer the following policy 
recommendations: 
 

• Revive the distinction between the FBI’s law enforcement and 
counterintelligence activities. As the examples of the NSA wiretapping 
and the NSLs show, applying counterintelligence techniques to 
counterterrorism cases jeopardizes both Americans’ civil liberties and their 
security. These techniques should be redirected to concentrate on the 
foreign espionage threats they are better designed to handle. One example 
to would be having Title III wiretaps used in counterterrorism investigations 
as opposed to FISA. The Title III adheres to the more stringent probable 
cause standard that force more efficient law enforcement responses, while 
being fast enough to secure a warrant from one of 94 different Federal 
district courts. Furthermore, instead of limiting the FBI’s Criminal Division 
to domestic counterterrorism threats and leaving international terrorism to 



counterintelligence agents, the FBI should let its Criminal Division handle 
all terrorism cases, both domestic and international.91 

 
• Focus on issues of agencies’ mismanagement and proper inter-

agency information sharing, not granting more powers. The main 
failures among security agencies that led to the 9/11 attacks were a series of 
management failures92 and improper understanding of preexisting laws and 
guidelines to share information.93 According Post 9/11 legislation giving 
wide latitude to intelligence and law enforcement agencies like the Patriot 
Act and the 2007 Protect America Act need to be significantly revised 
and/or repealed altogether. This needs to be coupled with reviving 
aggressive congressional and internal bureaucratic oversight mechanisms 
that ensure agencies are working efficiently and lawfully, rather than 
unnecessarily violating peoples’ civil liberties.  

 
• Put greater emphasis on collection and analysis of open source 

intelligence (OSINT). OSINT is important to law enforcement and 
intelligence communities because it provides useful information that can 
shape analysts’ and agents understanding of closed sources of information 
by contextualizing it.94 It can lead to better analysis of information and 
therefore improved and more targeted countermeasures to prevent 
terrorism. (One expert even goes so far as to say that it is often better than 
classified information.)95 Analysts have also noted terrorists use the Internet 
for various propaganda and strategic and tactical analytical purposes. As 
one report observes, the terrorists have, “…put their team’s playbooks 
online. By mining these texts for their tactical and strategic insights, the 
United States will be able to craft effective tactics, techniques and 
procedures to defeat followers of the movement.”96 One analyst found 
evidence pointing to the 2004 Madrid bombings being guided by a 
document publicly posted online97 and another was able to provide a basic 
targeting calculus that Al-Qaeda uses.98 Since it is publicly available 
information, it is also an excellent means of obtaining critical knowledge 
while reducing the need to use intrusive and sometimes ineffective and 
counterproductive tools.  

 
• Strengthen counterterrorism efforts locally. Due to the failures against 

Al-Qaeda, it is not only able to carry out attacks from its central 
organization, but also inspire “homegrown” copy-cats. Homegrown 
terrorism operates on a decentralized model, therefore counterterrorism 
policies must respond at the same level. It is recommended to have a 
community-policing model that simultaneously emphasizes good relations 
with Muslim communities while incorporating counteterrorism priorities.99 
Such a strategy allows for better information sharing and provides law 
enforcement officials with the ability to conduct proactive and targeted 
investigations directed at criminal individuals instead of entire innocent 
communities. (After all, proactive, targeted law enforcement responses have 
proven to be the best response to capturing terrorists and de-legitimating 
terrorism.)100 Local community policing actions are a much better alternative 



to racial profiling, as well as the NSA domestic spying, and FBI national 
security letters, which target innocent people and overwhelm analysts with 
useless information while missing real threats. At the state level, significant 
legal gaps exist for prosecuting acts of terrorism, particularly its 
“homegrown” variant.101 These gaps been to be addressed in a manner that 
protects liberties through sufficient evidentiary and privacy standards while 
allowing for successful prosecutions. Finally, in order to coordinate local 
efforts with regional and national law enforcement organizations, better 
management of Joint Terrorism Task Forces is absolutely imperative.102 

 
• Ban the use of torture. Torture is not only immoral it is ineffective and 

counterproductive to fighting terrorism. Techniques like waterboarding, 
beatings, sleep deprivation, sexual humiliation, attack dogs and exposure to 
extreme heat and cold, as well as sending suspected terrorists to other 
countries where they could be tortured using other harmful physical 
techniques. Interrogations should be strictly monitored, not only to keep 
track of possible violations of human rights norms, but also for further 
research to know what techniques work under which conditions. The new 
Army field manual for interrogations,103 as well as the findings in the 
Educing Information report provides useful and ethical frameworks for 
research. 

 
• Highlight American Muslim contributions to local and national 

security. Unfortunately much of the national discourse surrounding 
American Muslims is shrouded in fear rather than facts. This is especially 
true regarding terrorism. Unfounded charges of extremism and terrorism 
have the potential to undermine relations between Muslims and their 
neighbors, leading to alienation and self-segregation, which may gravitate 
some toward extremism, thereby creating a vicious cycle and a self-fulfilling 
prophecy. Law enforcement officials must be extremely proactive in this 
regard by publicly emphasizing American Muslims’ assistance and 
cooperation in preventing extremism and terrorism. 

 



Endnotes 
                                                
1 Albert J. Jongman and Alex P. Schmid, Political Terrorism. (New Brunswick, NJ: SWIDOC, Amsterdam 
and Transactions Publishers, 1983). P. 5. Cited in Boaz Ganor, The Counterterrorism Puzzle: A Guide for 
Decision Makers. (New Brunswick, NJ: Transactions Publishers, 2005.) P. 16. 
2 Jonathan Weinberger, “Defining Terror.” The Whitehead Journal of Diplomacy and International 
Relations, (Vol. 4), (1), (Winter/Spring 2003), http://diplomacy.shu.edu/journal/new/pdf/VolIVNo1/6%20-
%20Weinberger.pdf, P. 68, 69-70. The confusion is compounded further when the Bush administration 
recently decided to add the Iranian Revolutionary Guards Corps, a state apparatus, to its list of international 
terrorist groups. See footnote 6. 
3 Ganor, The Counterterrorism Puzzle, P. 8-10. 
4 Ibid., P. 12-15. 
5 Ibid., P. 15-16; Weinberger, “Defining Terror.” P. 70. 
6 Robin Wright, “Iranian Unit to Be Labeled ‘Terrorist.’” Washington Post, (August 15, 2007), 
http://www.washingtonpost.com/wp-dyn/content/article/2007/08/14/AR2007081401662_pf.html. 
7 The Terrorism Reader. Ed. David J. Whittaker. 2nd edition. (New York, NY: Routledge, 2003). P. 4-13.  
8 See: “Background Paper on Geneva Conventions and Persons Held by U.S. Forces.” Human Rights 
Watch, (January 29, 2002), http://www.hrw.org/backgrounder/usa/pow-bck.htm.  
9 Walter Laqueur, “Terrorism: A Brief History.” E-Journal USA, (May 2007), 
http://usinfo.state.gov/journals/itps/0507/ijpe/laqueur.htm.  
10 Mark Burgess, “A Brief History of Terrorism.” Center for Defense Information, (July 2, 2003), 
http://www.cdi.org/friendlyversion/printversion.cfm?documentID=1502.  
11 Ibid. 
12 J. Frederick Fausz, “The First Act of Terrorism in English America.” History News Network, (January 
16, 2006), http://hnn.us/articles/19085.html.  
13 Jonathan M. Bryant, “Ku Klux Klan in the Reconstruction Era.” The New Georgia Encyclopedia, 
(October 3, 2002), http://www.georgiaencyclopedia.org/nge/ArticlePrintable.jsp?id=h-694.  
14 “A Hundred Years of Terror.” Southern Poverty Law Center, (No date), 
http://www.iupui.edu/~aao/kkk.html.  
15 David C. Rapoport, “The Four Waves of Modern Terrorism.” (2003), 
http://www.international.ucla.edu/cms/files/Rapoport-Four-Waves-of-Modern-Terrorism.pdf, P. 46-73. 
16 “Sacco and Vanzetti: 80 Years After Their Execution, A Look At The Men, the Murders, and the 
Judgment of Mankind.” Democracy Now!, (August 22, 2007), 
http://www.democracynow.org/article.pl?sid=07/08/22/1421237.  
17 Bernard Weisberger, “How Did the United States Respond in the Past to Bombings by Terrorists?” 
History News Network, (September 17, 2001), http://historynewsnetwork.org/articles/article.html?id=276.  
18 Michael German, Thinking Like a Terrorist: The Insights of a FBI Undercover Agent. (Dulles, Virginia: 
Potomac Books, 2007). P. 58. 
19 “For Jihadist, Read Anarchist.” Economist, (August 18, 2005), 
http://www.economist.com/PrinterFriendly.cfm?story_id=4292760; On the generational nature of modern 
international terrorism, see: Rapoport, “The Four Waves,” P. 48. 
20 Manuel Roig-Franzia, “A Terrorist in the House.” Washington Post Magazine, (February 22, 2004). P. 
W12.  
21 Patrick Mondout, “SLA Chronology.” Super70s.com, http://www.super70s.com/Super70s/News/Special-
Reports/Terrorism/SLA/Chronology.asp; “America’s Hippy Extremists.” BBC News, (January 17, 2002), 
http://news.bbc.co.uk/2/hi/americas/1765993.stm.  
22 “Weather Underground Organization (WUO) / Weatherman.” MIPT Terrorism Knowledge Base, (July 1, 
2007), http://tkb.org/Group.jsp?groupID=4312.  

http://diplomacy.shu.edu/journal/new/pdf/VolIVNo1/6 - Weinberger.pdf
http://diplomacy.shu.edu/journal/new/pdf/VolIVNo1/6 - Weinberger.pdf
http://www.washingtonpost.com/wp-dyn/content/article/2007/08/14/AR2007081401662_pf.html
http://www.hrw.org/backgrounder/usa/pow-bck.htm
http://usinfo.state.gov/journals/itps/0507/ijpe/laqueur.htm
http://www.cdi.org/friendlyversion/printversion.cfm?documentID=1502
http://hnn.us/articles/19085.html
http://www.georgiaencyclopedia.org/nge/ArticlePrintable.jsp?id=h-694
http://www.iupui.edu/~aao/kkk.html
http://www.international.ucla.edu/cms/files/Rapoport-Four-Waves-of-Modern-Terrorism.pdf
http://www.democracynow.org/article.pl?sid=07/08/22/1421237
http://historynewsnetwork.org/articles/article.html?id=276
http://www.economist.com/PrinterFriendly.cfm?story_id=4292760
http://www.super70s.com/Super70s/News/Special-Reports/Terrorism/SLA/Chronology.asp
http://www.super70s.com/Super70s/News/Special-Reports/Terrorism/SLA/Chronology.asp
http://news.bbc.co.uk/2/hi/americas/1765993.stm
http://tkb.org/Group.jsp?groupID=4312


                                                                                                                                            
23 “Black Liberation Army.” MIPT Terrorism Knowledge Base, (July 1, 2007), 
http://tkb.org/Group.jsp?groupID=3708; Scott Hadly, “A Short History of the Black Liberation Army.” 
Santa Barbara News-Press, (2003), http://www.newspress.com/terrorbehindbars/history.htm; Jaxon Van 
Derbeken and Marisa Lagos, “Ex-militants charged in S.F. police officer's '71 slaying at station.” San 
Francisco Chronicle, (January 24, 2007), http://sfgate.com/cgi-
bin/article.cgi?file=/c/a/2007/01/24/MNGDONO11G1.DTL&type=printable.  
24 “Armed Forces of National Liberation.” MIPT Terrorism Knowledge Base, (July 1, 2007), 
http://www.tkb.org/Group.jsp?groupID=3229.  
25 Marcia McKnight Trick, “Chronology of Incidents: Cuban Political Violence In the United States Jan 
1965 – Mar 1976.” Task Force on Disorders and Terrorism, (1976), http://cuban-exile.com/doc_176-
200/doc0180.html.  
26 “Armenian Secret Army for the Liberation of Armenia.” MIPT Terrorism Knowledge Base, (July 1, 
2007), http://www.tkb.org/Group.jsp?groupID=258; “Justice Commandos for the Armenian Genocide.” 
MIPT Terrorism Knowledge Base, (July 1, 2007), http://www.tkb.org/Group.jsp?groupID=265.  
27 “Jewish Defense League.” MIPT Terrorism Knowledge Base, (July 1, 2007), 
http://www.tkb.org/Group.jsp?groupID=258; “Backgrounder: The Jewish Defense League.” Anti-
Defamation League, (2001), http://www.adl.org/extremism/jdl_chron.asp;  
28 “Aryan Nations.” MIPT Terrorism Knowledge Base, (July 1, 2007), 
http://www.tkb.org/Group.jsp?groupID=29; “Phineas Priests.” MIPT Terrorism Knowledge Base, (July 1, 
2007), http://www.tkb.org/Group.jsp?groupID=3244.  
29 “Al-Fuqra.” MIPT Terrorism Knowledge Base, (July 1, 2007), 
http://www.tkb.org/Group.jsp?groupID=258. 
30 German, Thinking Like a Terrorist, P. 59-66. 
31 Andew Blejwas, Anthony Griggs and Mark Potok, “Terror From the Right.” Intelligence Report, 
(Summer 2005), http://www.splcenter.org/intel/intelreport/article.jsp?aid=549&printable=1; “Terrorism in 
the United States 1999.” Federal Bureau of Investigation, (1999), 
http://www.fbi.gov/publications/terror/terror99.pdf, P. 48-49. Puerto Rican terrorists continued to be 
responsible for a large number of incidents, but the limited their attacks to the Puerto Rico itself. 
They have largely fizzled out after the 2000 referendum rejecting independence and statehood. 
Ecoterrorism mainly targets property rather than humans and is better termed ecosabotage. 
32 Lawrence Wright, “The Agent.” The New Yorker, (July 10-17, 2006), 
http://www.lawrencewright.com/WrightSoufan.pdf, P. 62-73; Michael German, “An FBI Insider’s Guide to 
the 9/11 Commission Report.” Global Security.org, (2005), 
http://www.globalsecurity.org/security/library/report/2005/guide-iii.htm. 
33 See: “Terrorist Trial Report Card: U.S. Edition.” New York University School of Law Center on Law and 
Security, (2006), http://www.lawandsecurity.org/publications/TTRCComplete.pdf; “Criminal Terrorism 
Enforcement in the United States During the Five Years Since the 9/11/01 Attacks.” Transactional Records 
Access Clearinghouse, (2006), http://trac.syr.edu/tracreports/terrorism/169/; Transactional Records Access 
Clearinghouse, (2006) 
34 Scott Shane and Mark Mazzetti, “Intelligence Panel Faults Harsh Interrogation Methods.” New York 
Times, (May 30, 2007), 
http://www.boston.com/news/nation/washington/articles/2007/05/30/intelligence_panel_faults_harsh_interr
ogation_methods/.  
35 “Text: ‘Bin Laden Tape.’” BBC News, (January 19, 2006), 
http://news.bbc.co.uk/2/hi/middle_east/4628932.stm. 
36 Educing Information: Interrogation: Science and Art. (National Defense Intelligence College: 
Washington, DC, 2006). 
37 Bruce Hoffman, “A Nasty Business.” Atlantic Monthly, (January 2002), 
http://www.theatlantic.com/doc/200201/hoffman; “Dershowitz: Torture Could be Justified.” CNN, (March 
4, 2003), http://edition.cnn.com/2003/LAW/03/03/cnna.Dershowitz/. 
38 Alfred W. McCoy, “The Myth of the Ticking Time Bomb.” The Progressive, (October 2006), 
http://www.progressive.org/mag_mccoy1006. 
39 Anthony F. Milavic, “The Use of ‘Torture’ in Interrogation.” Center for Defense Information, 
(September 16, 2005), http://www.cdi.org/friendlyversion/printversion.cfm?documentID=3141; Jean Maria 
Arrigo, “A Consequentialist Argument against Torture Interrogation of Terrorists.” Joint Services 

http://tkb.org/Group.jsp?groupID=3708
http://www.newspress.com/terrorbehindbars/history.htm
http://sfgate.com/cgi-bin/article.cgi?file=/c/a/2007/01/24/MNGDONO11G1.DTL&type=printable
http://sfgate.com/cgi-bin/article.cgi?file=/c/a/2007/01/24/MNGDONO11G1.DTL&type=printable
http://www.tkb.org/Group.jsp?groupID=3229
http://cuban-exile.com/doc_176-200/doc0180.html
http://cuban-exile.com/doc_176-200/doc0180.html
http://www.tkb.org/Group.jsp?groupID=258
http://www.tkb.org/Group.jsp?groupID=265
http://www.tkb.org/Group.jsp?groupID=258
http://www.adl.org/extremism/jdl_chron.asp
http://www.tkb.org/Group.jsp?groupID=29
http://www.tkb.org/Group.jsp?groupID=3244
http://www.tkb.org/Group.jsp?groupID=258
http://www.splcenter.org/intel/intelreport/article.jsp?aid=549&printable=1
http://www.fbi.gov/publications/terror/terror99.pdf
http://www.lawrencewright.com/WrightSoufan.pdf
http://www.globalsecurity.org/security/library/report/2005/guide-iii.htm
http://www.lawandsecurity.org/publications/TTRCComplete.pdf
http://trac.syr.edu/tracreports/terrorism/169/
http://www.boston.com/news/nation/washington/articles/2007/05/30/intelligence_panel_faults_harsh_interrogation_methods/
http://www.boston.com/news/nation/washington/articles/2007/05/30/intelligence_panel_faults_harsh_interrogation_methods/
http://news.bbc.co.uk/2/hi/middle_east/4628932.stm
http://www.theatlantic.com/doc/200201/hoffman
http://edition.cnn.com/2003/LAW/03/03/cnna.Dershowitz/
http://www.progressive.org/mag_mccoy1006
http://www.cdi.org/friendlyversion/printversion.cfm?documentID=3141


                                                                                                                                            
Conference on Professional Ethics, (January 30-31, 2003), 
http://www.au.af.mil/au/awc/awcgate/jscope/arrigo03.htm; Roxanne Khamisi, “Psychological Torture ‘As 
Bad as Physical Torture.’” New Scientist.com, (March 5, 2007), 
http://www.newscientist.com/article.ns?id=dn11313&print=true. 
40 Michael Traynor, “Highly Coercive Interrogations, Degrading and Humiliating Techniques, and the 
Hypothetical Case of ‘Dire Necessity.’” Harvard Belfor Center for International Affairs, (December 16, 
2004), 
http://64.233.169.104/search?q=cache:lOUJI3Na10cJ:bcsia.ksg.harvard.edu/BCSIA_content/documents/Tr
aynor_Letter.pdf+Michael+Traynor+Letter&hl=en&ct=clnk&cd=5&gl=us; Arrigo, “A Consequentialist 
Argument”; David Luban, “Liberalism, Torture and the Ticking Time Bomb.” Virginia Law Review, Vol. 
91, (September 15, 2005), http://www.virginialawreview.org/content/pdfs/91/1425.pdf, P. 1425 – 61. 
41 Douglas Jehl, “Qaeda-Iraq Link U.S. Cited Is Tied to Coercion Claim.” New York Times, (December 9, 
2005), 
http://www.nytimes.com/2005/12/09/politics/09intel.html?ei=5090&en=13ec2069ef8fa0d6&ex=12917844
00&partner=rssuserland&emc=rss&pagewanted=print. 
42 Hoffman, “A Nasty Business”. However I am extremely skeptical about the veracity of the example Mr. 
Hoffman cites, “Thomas”, a Sri Lanka intelligence officer. Thomas provides Hoffman of an example where 
three Tamil Liberation Tiger (LTTE) terrorists, “highly dedicated and steeled to resist interrogation”, were 
captured and interrogated about a bomb that was about to explode within minutes. As the story goes, the 
terrorists resist until Thomas shoots one of them in the head and then the other two talk immediately. First, 
it is highly unusual that “dedicated and steeled” terrorists would be willing to talk so easily even with the 
death of one of their comrades, especially considering the premium put on personal sacrifice and 
martyrdom within the LTTE’s ideology. Second, it is also unusual that Mr. Hoffman did not mention any 
attempt to independently verify this claim. One would expect that this account would attempt be 
corroborated by a press release made by the Sri Lankan government and printed in the local press. On the 
importance of martyrdom in the LTTE, see: R. Ramasubramanian, “Suicide Terrorism in Sri Lanka.” 
Institute for Peace and Conflict Studies, (August 2004), http://www.ipcs.org/IRP05.pdf, P. 16-17. 
43 “Understanding Torture and Its Effects.” Advocates for Survivors of Torture and Trauma, (2006), 
http://www.astt.org/torture.html. 
44 Arrigo, “A Consequentialist Argument”. Also see: Laura Blumfeld, “The Tortured Lives of 
Interrogators.” Washington Post, (June 4, 2007), http://www.washingtonpost.com/wp-
dyn/content/article/2007/06/03/AR2007060301121_pf.html. 
45 Jess Bravin, “Pentagon Report Set Framework for Use of Torture.” Wall Street Journal, (June 7, 2004), 
http://www.commondreams.org/cgi-bin/print.cgi?file=/headlines04/0607-01.htm. 
46 “Report on Torture and Cruel, Inhuman, and Degrading Treatment of Prisoners at Guantanamo Bay, 
Cuba.” Center for Constitutional Rights, (July 2006), http://www.ccr-
ny.org/v2/reports/docs/Torture_Report_Final_version.pdf; “Enduring Abuse: Torture and Cruel Treatment 
by the United States at Home and Abroad.” American Civil Liberties Union, (April 2006), 
http://www.aclu.org/safefree/torture/torture_report.pdf; P.X. Kelley and Robert F. Turner, “War Crimes 
and the White House.” Washington Post, (July 26, 2006), http://www.washingtonpost.com/wp-
dyn/content/article/2007/07/25/AR2007072501881_pf.html; “An Evangelical Declaration Against Torture: 
Protecting Human Rights in an Age of Terror.” Evangelicals for Human Rights, (2006), 
http://www.evangelicalsforhumanrights.org/Declaration.pdf. 
47 “Summary of International and U.S. Law Prohibiting Torture and Other Ill-treatment of Persons in 
Custody.” Human Rights Watch, (May 24, 2004), http://hrw.org/english/docs/2004/05/24/usint8614.htm.  
48 J. Jioni Palmer, “King Endorses Ethnic Profiling.” Newsday, (August 17, 2006), 
http://www.newsday.com/news/nationworld/nation/ny-usking0817,0,1253522.story?coll=ny-
leadnationalnews-headlines; Michelle Malkin, “Racial Profiling: A Matter of Survival.” USA Today, 
(August 16, 2004), http://www.usatoday.com/news/opinion/editorials/2004-08-16-racial-profiling_x.htm; 
“The Case for Discrimination.” National Review Online, (June 14, 2002), 
http://www.nationalreview.com/01july02/editorial070102b.asp. 
49 Garrine P. Laney, “Racial Profiling: Issues and Federal Legislative Proposals and Options.” 
Congressional Research Service, (February 17, 2004), 
http://www.law.umaryland.edu/marshall/crsreports/crsdocuments/RL32231_02172004.pdf.  

http://www.au.af.mil/au/awc/awcgate/jscope/arrigo03.htm
http://www.newscientist.com/article.ns?id=dn11313&print=true
http://64.233.169.104/search?q=cache:lOUJI3Na10cJ:bcsia.ksg.harvard.edu/BCSIA_content/documents/Traynor_Letter.pdf+Michael+Traynor+Letter&hl=en&ct=clnk&cd=5&gl=us
http://64.233.169.104/search?q=cache:lOUJI3Na10cJ:bcsia.ksg.harvard.edu/BCSIA_content/documents/Traynor_Letter.pdf+Michael+Traynor+Letter&hl=en&ct=clnk&cd=5&gl=us
http://www.virginialawreview.org/content/pdfs/91/1425.pdf
http://www.nytimes.com/2005/12/09/politics/09intel.html?ei=5090&en=13ec2069ef8fa0d6&ex=1291784400&partner=rssuserland&emc=rss&pagewanted=print
http://www.nytimes.com/2005/12/09/politics/09intel.html?ei=5090&en=13ec2069ef8fa0d6&ex=1291784400&partner=rssuserland&emc=rss&pagewanted=print
http://www.ipcs.org/IRP05.pdf
http://www.astt.org/torture.html
http://www.washingtonpost.com/wp-dyn/content/article/2007/06/03/AR2007060301121_pf.html
http://www.washingtonpost.com/wp-dyn/content/article/2007/06/03/AR2007060301121_pf.html
http://www.commondreams.org/cgi-bin/print.cgi?file=/headlines04/0607-01.htm
http://www.ccr-ny.org/v2/reports/docs/Torture_Report_Final_version.pdf
http://www.ccr-ny.org/v2/reports/docs/Torture_Report_Final_version.pdf
http://www.aclu.org/safefree/torture/torture_report.pdf
http://www.washingtonpost.com/wp-dyn/content/article/2007/07/25/AR2007072501881_pf.html
http://www.washingtonpost.com/wp-dyn/content/article/2007/07/25/AR2007072501881_pf.html
http://www.evangelicalsforhumanrights.org/Declaration.pdf
http://hrw.org/english/docs/2004/05/24/usint8614.htm
http://www.newsday.com/news/nationworld/nation/ny-usking0817,0,1253522.story?coll=ny-leadnationalnews-headlines
http://www.newsday.com/news/nationworld/nation/ny-usking0817,0,1253522.story?coll=ny-leadnationalnews-headlines
http://www.usatoday.com/news/opinion/editorials/2004-08-16-racial-profiling_x.htm
http://www.nationalreview.com/01july02/editorial070102b.asp
http://www.law.umaryland.edu/marshall/crsreports/crsdocuments/RL32231_02172004.pdf


                                                                                                                                            
50 “Fact Sheet: Racial Profiling.” Department of Justice, (July 17, 2003), 
http://www.usdoj.gov/opa/pr/2003/June/racial_profiling_fact_sheet.pdf. 
51 Laney, “Racial Profiling”, P. 7-8. 
52 “Guidance Regarding the Use of Race by Federal Law Enforcement Agencies.” United States 
Department of Justice Civil Rights Division, (June 2003), 
http://www.usdoj.gov/crt/split/documents/guidance_on_race.htm. 
53 For instance, see: “Signs of Terrorism – Recognizing Suspicious Activity.” Miami-Dade Police 
Department, (No date), http://www.miamidade.gov/mdpd/library/HLS/Signs%20of%20Terrorism.pdf; 
“Terrorism Quick Reference Card.” Federal Bureau of Investigations, (No date), 
http://www.varaces.org/terror/TerrorQuickReferenceCard.pdf. 
54 “Racial Profiling Laws in Your State.” Amnesty International USA, (No date), 
http://www.amnestyusa.org/Racial_Profiling/Laws_in_Your_State/page.do?id=1106665&n1=3&n2=850&
n3=1298. 
55 “American Muslims: Population Statistics.” Council on American-Islamic Relations, (No date), 
http://www.cair-net.org/asp/populationstats.asp. 
56 Marc Sageman, “Understanding Terror Networks.” Foreign Policy Research Institute, (November 1. 
2004), http://www.fpri.org/enotes/20041101.middleeast.sageman.understandingterrornetworks.html.  
57 Hayder Milli, “Al-Qaeda’s Caucasian Foot Soldiers.” Terrorism Monitor, (November 2,2006), 
http://jamestown.org/news_details.php?news_id=203.  
58 Craig Horowitz, “Anatomy of a Foil Plot.” New York, (December 6, 2004), 
http://nymag.com/nymetro/news/features/10559/. 
59 Amy Davidson, “Missed Opportunities.” New Yorker, (July 10, 2006), 
http://www.newyorker.com/archive/2006/07/10/060710on_onlineonly01. 
60 Guy Taylor and Jon Ward, “Muslims Seen as Asset in War on Terror.” Washington Times, (November 
10, 2004). 
61 Thomas Farragher and Kevin Cullen, “Plan to Question 5,000 Raises Issues of Profiling.” Boston Globe, 
(November 15, 2001), http://www.commondreams.org/headlines01/1115-03.htm. 
62 Jim McGee, “Ex-FBI Officials Criticize Tactics On Terrorism.” Washington Post, (November 28, 2001), 
http://www.washingtonpost.com/ac2/wp-dyn/A24919-2001Nov27?language=printer. 
63 “In Terror War, American ‘outreach’ has US Muslims Wary.” Reuters, (May 9, 2006), 
http://www.khaleejtimes.com/DisplayArticle.asp?xfile=data/todaysfeatures/2006/May/todaysfeatures_May
17.xml&section=todaysfeatures. 
64 Kim Zetter, “Why Racial Profiling Doesn’t Work.” Salon.com, (August 22, 2005), 
http://dir.salon.com/story/news/feature/2005/08/22/racial_profiling/index.html. 
65 Patty Davis and Beth Lewandowski, “Airport Screeners Find Loaded Gun in Teddy Bear.” CNN, (July 
17, 2003), http://www.cnn.com/2003/TRAVEL/07/17/gun.teddy.bear/. 
66 Blejwas, Griggs and Potok, “Terror From the Right.” Also see: “FBI Whistleblower: White Supremacists 
Are Major Domestic Terrorist Threat.” Democracy Now!, 
http://www.democracynow.org/article.pl?sid=05/06/13/145217; Larry Copeland, “Domestic Terrorism: 
New Trouble at Home.” USA Today, (November 14, 2004), http://www.usatoday.com/news/nation/2004-
11-14-domestic-terrorism_x.htm. 
67 Brian Ross and Vic Walter, “Bounty Hunter Disrupts Possible Terror Plot.” ABC News, (July 31, 2007), 
http://blogs.abcnews.com/theblotter/2007/07/bounty-hunter-d.html. 
68 Daniel Smith, “Background on the Role of Intelligence in Rooting out Terrorism.” Center for Defense 
Information, (No date), http://www.cdi.org/terrorism/intelligence-role-pr.html. 
69 James Risen and Eric Lichtblau, “Bush Lets U.S. Spy on Callers Without Courts.” New York Times, 
(December 16, 2005), 
http://www.nytimes.com/2005/12/16/politics/16program.html?ei=5090&en=e32072d786623ac1&ex=1292
389200&partner=rssuserland&emc=rss&pagewanted=print. 
70 Leslie Cauley, “NSA Has Massive Database of Americans’ Phone Calls.” USA Today, (May 10, 2006), 
http://www.usatoday.com/news/washington/2006-05-10-nsa_x.htm. 
71 For instance, see: Peter Swire, “Legal FAQs on NSA Wiretaps.” Center for American Progress, (January 
26, 2006), http://www.americanprogress.org/kf/nsa_wiretaps.pdf; “NSA Spying on Americans is Illegal.” 
American Civil Liberties Union, (December 29, 2005), 
http://www.aclu.org/privacy/spying/23279res20051229.html; Joan Biskupic, “Gathering Data May Not 

http://www.usdoj.gov/opa/pr/2003/June/racial_profiling_fact_sheet.pdf
http://www.usdoj.gov/crt/split/documents/guidance_on_race.htm
http://www.miamidade.gov/mdpd/library/HLS/Signs of Terrorism.pdf
http://www.varaces.org/terror/TerrorQuickReferenceCard.pdf
http://www.amnestyusa.org/Racial_Profiling/Laws_in_Your_State/page.do?id=1106665&n1=3&n2=850&n3=1298
http://www.amnestyusa.org/Racial_Profiling/Laws_in_Your_State/page.do?id=1106665&n1=3&n2=850&n3=1298
http://www.cair-net.org/asp/populationstats.asp
http://www.fpri.org/enotes/20041101.middleeast.sageman.understandingterrornetworks.html
http://jamestown.org/news_details.php?news_id=203
http://nymag.com/nymetro/news/features/10559/
http://www.newyorker.com/archive/2006/07/10/060710on_onlineonly01
http://www.commondreams.org/headlines01/1115-03.htm
http://www.washingtonpost.com/ac2/wp-dyn/A24919-2001Nov27?language=printer
http://www.khaleejtimes.com/DisplayArticle.asp?xfile=data/todaysfeatures/2006/May/todaysfeatures_May17.xml&section=todaysfeatures
http://www.khaleejtimes.com/DisplayArticle.asp?xfile=data/todaysfeatures/2006/May/todaysfeatures_May17.xml&section=todaysfeatures
http://dir.salon.com/story/news/feature/2005/08/22/racial_profiling/index.html
http://www.cnn.com/2003/TRAVEL/07/17/gun.teddy.bear/
http://www.democracynow.org/article.pl?sid=05/06/13/145217
http://www.usatoday.com/news/nation/2004-11-14-domestic-terrorism_x.htm
http://www.usatoday.com/news/nation/2004-11-14-domestic-terrorism_x.htm
http://blogs.abcnews.com/theblotter/2007/07/bounty-hunter-d.html
http://www.cdi.org/terrorism/intelligence-role-pr.html
http://www.nytimes.com/2005/12/16/politics/16program.html?ei=5090&en=e32072d786623ac1&ex=1292389200&partner=rssuserland&emc=rss&pagewanted=print
http://www.nytimes.com/2005/12/16/politics/16program.html?ei=5090&en=e32072d786623ac1&ex=1292389200&partner=rssuserland&emc=rss&pagewanted=print
http://www.usatoday.com/news/washington/2006-05-10-nsa_x.htm
http://www.americanprogress.org/kf/nsa_wiretaps.pdf
http://www.aclu.org/privacy/spying/23279res20051229.html


                                                                                                                                            
Violate Privacy Rights, but it Could be Illegal.” USA Today, (May 12, 2006), 
http://www.usatoday.com/news/washington/2006-05-12-data-gathering_x.htm; Geoffrey Stone, “Bush’s 
Spy Program and the Fourth Amendment.” University of Chicago Law School Faculty Blog, (January 2, 
2006), http://uchicagolaw.typepad.com/faculty/2006/01/bushs_spy_progr.html/ 
72 Charlie Savage, “New Law Expands Power to Wiretap.” The Boston Globe, (August 6. 2007), 
http://www.boston.com/news/nation/washington/articles/2007/08/06/new_law_expands_power_to_wiretap. 
73 Siobhan Gorman, “Bush Signs Expanded Wiretap Bill.” Baltimore Sun, (August 6, 2007), 
http://www.baltimoresun.com/news/nation/bal-
te.surveillance06aug06,0,2626512,print.story?coll=bal_news_local_carroll_util. Also see: John W. Dean, 
“The So-Called Protect America Act: Why Its Sweeping Amendments to the Foreign Intelligence 
Surveillance Act Pose Not Only a Civil Liberties Threat, But a Greater Danger As Well.” Findlaw, (August 
10, 2007), http://writ.news.findlaw.com/scripts/printer_friendly.pl?page=/dean/20070810.html. 
74 John Diamond, “Al-Qaeda Steers Clear of NSA’s Ears.” USA Today, (October 17, 2002), 
http://www.usatoday.com/news/washington/2002-10-17-nsa-al-qaeda_x.htm; Also see: Brian Ross and 
Richard Esposito, “Surge in Sale of Disposable Cell Phones May Have Terror Link.” ABC News, (January 
12, 2006), http://abcnews.go.com/WNT/print?id=1499905; Hoda Osman, “Al-Qaeda Top Leader Won’t 
Use Phones, Internet.” ABC News, (April 5, 2007), 
http://blogs.abcnews.com/theblotter/2007/04/al_qaeda_top_le.html. 
75 Maksim Tsevetovat and Kathleen M. Carley, “On Effectiveness of Wiretapping Programs in Mapping 
Social Networks.” Paper Presented at 2006  SIAM Conference on Data Mining, (April 20-22, 2006), 
http://www.siam.org/meetings/sdm06/workproceed/Link%20Analysis/23netwatch_link_analysis_BW.pdf, 
P. 1. 
76 Mustafa bin Abd al-Qadir Setmariam Nasar (Abu Mus’ab Al-Suri), “The Call to Global Islamic 
Resistance.” Cited in: Brynjar Lia, “Al-Suri’s Doctrines for Decentralized Jihadi Training – Part 1-2.” 
Terrorism Monitor, Vol. 5, (2), (February 1, 2007), 
http://www.jamestown.org/news_details.php?news_id=217#. Also see: Josh Meyer, “Small Groups Seen as 
Biggest Threat in U.S.” Los Angeles Times, (August 16, 2007), 
http://www.latimes.com/news/nationworld/nation/la-na-homegrown16aug16,0,2554080,print.story?coll=la-
home-center; Peter Grier, “The New Al-Qaeda: Local Franchises.” Christian Science Monitor, (July 11, 
2005), http://www.csmonitor.com/2005/0711/p01s01-woeu.html; “Experts Say Al-Qaeda Evolved into 
Local Organizations.” USA Today, (August 7, 2005), http://www.usatoday.com/news/world/2005-08-07-
alqaedageneration_x.htm. 
77 J. Nicholas Hoover, “Can Data Mining Catch Terrorists?” Information Week, (May 22, 2006), 
http://www.informationweek.com/shared/printableArticle.jhtml?articleID=188100750; Michael Hirsh, 
“The NSA’s Overt Problem.” Washington Post, (January 1, 2006), http://www.washingtonpost.com/wp-
dyn/content/article/2005/12/30/AR2005123001594_pf.html; Bruce Schneier, “We’re Giving Up Privacy 
and Getting Little in Return.” Minneapolis Star Tribune, (May 31, 2006), http://www.schneier.com/essay-
115.html. 
78 Barton Gellman, Dafna Linzer and Carol D. Leonnig, “Surveillance Net Yields Few Suspects.” 
Washington Post, (February 5, 2006), http://www.washingtonpost.com/wp-
dyn/content/article/2006/02/04/AR2006020401373_pf.html; Lowell Bergman, Eric Lichtblau, Scott Shane 
and Don Van Natta Jr., “Spy Agency Data After Sept. 11 Led F.B.I. to Dead Ends.” New York Times, 
(January 17, 2006), 
http://www.nytimes.com/2006/01/17/politics/17spy.html?ei=5090&en=f3247cd88fa84898&ex=129515400
0&pagewanted=print. 
79 Siobhan Gorman, “Power Supply Still a Vexation for the NSA.” Baltimore Sun, (June 24, 2007), 
http://www.baltimoresun.com/news/nation/bal-nsa0624,0,5263352.story?coll=bal_news_nation_util; 
Siobhan Gorman, “NSA Risking Electrical Overload.” Baltimore Sun, (August 6, 2006), 
http://www.baltimoresun.com/news/nation/bal-nsa0806,0,5525498.story?coll=bal_news_nation_util.  
80 Siobhan Gorman, “Management Shortcomings Seen at NSA.” Baltimore Sun, (May 6, 2007), 
http://www.baltimoresun.com/news/nation/bal-
nsa050607,0,6958301,print.story?coll=bal_news_nation_util; Siobhan Gorman, “Costly NSA Initiative Has 
a Shaky Takeoff.” Baltimore Sun, (February 11, 2007), 
http://www.topix.net/content/trb/2331490664365642172036108084120162515663.  

http://www.usatoday.com/news/washington/2006-05-12-data-gathering_x.htm
http://uchicagolaw.typepad.com/faculty/2006/01/bushs_spy_progr.html
http://www.boston.com/news/nation/washington/articles/2007/08/06/new_law_expands_power_to_wiretap
http://www.baltimoresun.com/news/nation/bal-te.surveillance06aug06,0,2626512,print.story?coll=bal_news_local_carroll_util
http://www.baltimoresun.com/news/nation/bal-te.surveillance06aug06,0,2626512,print.story?coll=bal_news_local_carroll_util
http://writ.news.findlaw.com/scripts/printer_friendly.pl?page=/dean/20070810.html
http://www.usatoday.com/news/washington/2002-10-17-nsa-al-qaeda_x.htm
http://abcnews.go.com/WNT/print?id=1499905
http://blogs.abcnews.com/theblotter/2007/04/al_qaeda_top_le.html
http://www.siam.org/meetings/sdm06/workproceed/Link Analysis/23netwatch_link_analysis_BW.pdf
http://www.jamestown.org/news_details.php?news_id=217
http://www.latimes.com/news/nationworld/nation/la-na-homegrown16aug16,0,2554080,print.story?coll=la-home-center
http://www.latimes.com/news/nationworld/nation/la-na-homegrown16aug16,0,2554080,print.story?coll=la-home-center
http://www.csmonitor.com/2005/0711/p01s01-woeu.html
http://www.usatoday.com/news/world/2005-08-07-alqaedageneration_x.htm
http://www.usatoday.com/news/world/2005-08-07-alqaedageneration_x.htm
http://www.informationweek.com/shared/printableArticle.jhtml?articleID=188100750
http://www.washingtonpost.com/wp-dyn/content/article/2005/12/30/AR2005123001594_pf.html
http://www.washingtonpost.com/wp-dyn/content/article/2005/12/30/AR2005123001594_pf.html
http://www.schneier.com/essay-115.html
http://www.schneier.com/essay-115.html
http://www.washingtonpost.com/wp-dyn/content/article/2006/02/04/AR2006020401373_pf.html
http://www.washingtonpost.com/wp-dyn/content/article/2006/02/04/AR2006020401373_pf.html
http://www.nytimes.com/2006/01/17/politics/17spy.html?ei=5090&en=f3247cd88fa84898&ex=1295154000&pagewanted=print
http://www.nytimes.com/2006/01/17/politics/17spy.html?ei=5090&en=f3247cd88fa84898&ex=1295154000&pagewanted=print
http://www.baltimoresun.com/news/nation/bal-nsa0624,0,5263352.story?coll=bal_news_nation_util
http://www.baltimoresun.com/news/nation/bal-nsa0806,0,5525498.story?coll=bal_news_nation_util
http://www.baltimoresun.com/news/nation/bal-nsa050607,0,6958301,print.story?coll=bal_news_nation_util
http://www.baltimoresun.com/news/nation/bal-nsa050607,0,6958301,print.story?coll=bal_news_nation_util
http://www.topix.net/content/trb/2331490664365642172036108084120162515663


                                                                                                                                            
81 Siobhan Gorman, “NSA Killed System that Sifted Phone Data Legally.” Baltimore Sun, (May 18, 2006), 
http://www.commondreams.org/headlines06/0518-07.htm.  
82 Wright, “The Agent”, P. 62-73; Fred Burton, “Tactical Realities in the Counterterrorism War.” 
Stratfor.com, (May 17, 2006), http://techrepublic.com.com/5208-11189-
0.html?forumID=3&threadID=194635&messageID=2012983. 
83 Henry Schuster, “Inside America’s Secret Court.” CNN, (February 14, 2006), 
http://www.cnn.com/2006/US/02/13/schuster.column/index.html; “Foreign Intelligence Surveillance Act 
Orders 1979-2006.” Electronic Privacy Information Center, (August 27, 2007), 
http://www.epic.org/privacy/wiretap/stats/fisa_stats.html. 
84 German, Thinking Like a Terrorist, P. 59-68; Kate Martin, “Domestic Intelligence and Civil Liberties.” 
SAIS Review, (Vol. 24), (1), http://www.cnss.org/KM%20SAIS%20Article1.pdf, P. 7 – 20.  
85 “A Review of the Federal Bureau of Investigation’s Use of National Security Letters.” Department of 
Justice Office of the Inspector General, (March 2007), http://www.usdoj.gov/oig/special/s0703b/final.pdf, 
P. 1-2. 
86 “National Security Letter (NSL) FAQ.” Electronic Frontier Foundation, (No date), 
http://www.eff.org/Privacy/nslfaq.php.  
87 For instance, see: “My National Security Letter Gag Order.” Washington Post, (March 23, 2007), 
http://www.washingtonpost.com/wp-dyn/content/article/2007/03/22/AR2007032201882_pf.html.  
88 Michael German, “ACLU Roadmap of Justice Departments Inspector General’s Review of the FBI’s Use 
of National Security Letters.” American Civil Liberties Union, (March 19, 2007), 
http://www.aclu.org/safefree/nationalsecurityletters/29067leg20070319.html. For the link to the Inspector 
General’s Report, see footnote 58. 
89 German, “ACLU Roadmap”; “A Review of the Federal Bureau of Investigation’s”. 
90 Dan Eggen, “Judge Invalidates Patriot Act Provisions.” Washington Post, (September 7, 2007), 
http://www.washingtonpost.com/wp-dyn/content/article/2007/09/06/AR2007090601438_pf.html. For the 
full text of Judge Marrero’s decision, see: http://www.aclu.org/pdfs/safefree/nsldecision.pdf.  
91 For an analysis of this bureaucratic division, see: German, “An FBI Insider’s Guide”. 
92 German, “An FBI Insider’s Guide”; Gorman, “Management Shortcomings Seen at NSA”; Gorman, 
“Costly NSA Initiative Has a Shaky Takeoff.”; Gorman, “NSA Killed System”. 
93 For a collection of pre and post-9/11 Justice Department memos on information sharing see: “Domestic 
Intelligence, the “Wall,” and the 9/11 Commission.” Center for National Security Studies, (No Date), 
http://www.cnss.org/9.11commissionintelligence.htm. 
94 Interestingly, Lawrence Wright, a New Yorker correspondent who reports the Middle East and Al-Qaeda 
noted that the American Intelligence community is relying more on news reports because, “They just don’t 
have the resources to paint a complete picture.” Frederick Deknatel, “Pulitzer Winner Lawrence Wright: 
“Islam is a Religion that Exists in Civilizations All Over the World.” Daily Star Egypt, (June 29, 2007), 
http://www.dailystaregypt.com/printerfriendly.aspx?ArticleID=7972. 
95 Stephen C. Mercado, “Reexamining the Distinction Between Open Information and Secrets.” Studies in 
Intelligence, Vol. 49, (2), (May 12, 2007), https://www.cia.gov/library/center-for-the-study-of-
intelligence/csi-publications/csi-studies/studies/Vol49no2/reexamining_the_distinction_3.htm. 
96 Jarret M. Brachman and William F. McCants, “Stealing Al-Qa’ida’s Playbook.” Combating Terrorism 
Center at West Point, (February 2006), http://ctc.usma.edu/pdf/Stealing%20Al-Qai'da's%20Playbook%20--
%20CTC.pdf, P. 5.  Also see: Hanna Rogan, “Jihadism Online: A Study of How Al-Qaida and Radical 
Islamist Groups Use the Internet for Terrorist Purposes.” Forsvarets forskningsinstitutt (Norwegian 
Defense Establishment), (March 20, 2006), http://rapporter.ffi.no/rapporter/2006/00915.pdf; Timothy L. 
Thomas, “Al Qaeda and the Internet: The Dangers of ‘Cyberplanning’.” Parameters, (Vol. 33), (1), 
http://www.carlisle.army.mil/usawc/Parameters/03spring/thomas.pdf, P. 112 – 23. 
97 Brynjar Lia and Thomas Heggenhammer, “FFI Explains Al-Qaida Document.” Forsvarets 
forskningsinstitutt (Norwegian Defense Establishment), (March 19, 2004), 
http://www.mil.no/felles/ffi/start/article.jhtml?articleID=71589. 
98 Sammy Salama and David Wheeler, “From the Horse’s Mouth: Unraveling Al-Qaida’s Target Selection 
Calculus.” Center for Non-Proliferation Studies, (April 17, 2007), 
http://cns.miis.edu/pubs/week/070417.htm. 
99 Law Enforcement Intelligence: A Guide for State, Local and Tribal Law Enforcement Agencies. 
“Intelligence-Led Policing: The Integration of Community Policing and Law Enforcement Intelligence.” 

http://www.commondreams.org/headlines06/0518-07.htm
http://techrepublic.com.com/5208-11189-0.html?forumID=3&threadID=194635&messageID=2012983
http://techrepublic.com.com/5208-11189-0.html?forumID=3&threadID=194635&messageID=2012983
http://www.cnn.com/2006/US/02/13/schuster.column/index.html
http://www.epic.org/privacy/wiretap/stats/fisa_stats.html
http://www.cnss.org/KM SAIS Article1.pdf
http://www.usdoj.gov/oig/special/s0703b/final.pdf
http://www.eff.org/Privacy/nslfaq.php
http://www.washingtonpost.com/wp-dyn/content/article/2007/03/22/AR2007032201882_pf.html
http://www.aclu.org/safefree/nationalsecurityletters/29067leg20070319.html
http://www.washingtonpost.com/wp-dyn/content/article/2007/09/06/AR2007090601438_pf.html
http://www.aclu.org/pdfs/safefree/nsldecision.pdf
http://www.cnss.org/9.11commissionintelligence.htm
http://www.dailystaregypt.com/printerfriendly.aspx?ArticleID=7972
https://www.cia.gov/library/center-for-the-study-of-intelligence/csi-publications/csi-studies/studies/Vol49no2/reexamining_the_distinction_3.htm
https://www.cia.gov/library/center-for-the-study-of-intelligence/csi-publications/csi-studies/studies/Vol49no2/reexamining_the_distinction_3.htm
http://ctc.usma.edu/pdf/Stealing Al-Qai'da's Playbook -- CTC.pdf
http://ctc.usma.edu/pdf/Stealing Al-Qai'da's Playbook -- CTC.pdf
http://rapporter.ffi.no/rapporter/2006/00915.pdf
http://www.carlisle.army.mil/usawc/Parameters/03spring/thomas.pdf
http://www.mil.no/felles/ffi/start/article.jhtml?articleID=71589
http://cns.miis.edu/pubs/week/070417.htm


                                                                                                                                            
Department of Justice Office of Community Oriented Policing Services, (November 23, 2004), 
http://www.cops.usdoj.gov/mime/open.pdf?Item=1395, P. 39-54; John Murray, “Policing Terrorism: A 
Threat to Community Policing or Just a Shift in Priorities?” Police Practice and Research, Vol. 6, (4), 
(September 2005), P. 347-361; Matthew C. Schneider and Robert Chapman, “Community Policing and 
Terrorism.” Journal of Homeland Security, (April 2003), 
http://www.homelandsecurity.org/journal/articles/Scheider-Chapman.html.  
100 German, Thinking Like a Terrorist, P. 55-82; 149-157; 179-199. Forsvarets forskningsinstitutt 
(Norwegian Defense Establishment), (March 20, 2006), http://rapporter.ffi.no/rapporter/2006/00915.pdf; 
Timothy L. Thomas, “Al Qaeda and the Internet: The Dangers of ‘Cyberplanning’.” Parameters, (Vol. 33), 
(1), http://www.carlisle.army.mil/usawc/Parameters/03spring/thomas.pdf, P. 112 – 23.  
101 Daveed Garenstein Ross, “The Problem of the Lone-Wolf Terrorist.” The Weekly Standard, (March 16, 
2006), http://www.weeklystandard.com/Content/Public/Articles/000/000/011/969emims.asp?pg=2. 
102 James Casey, “Managing Joint Terrorism Task Force Resources.” FBI Law Enforcement Bulletin, Vol. 
73, (11), (November 2004), http://www.fbi.gov/publications/leb/2004/nov2004/nov04leb.htm#page_2. 
103 FM 2-22.3 (FM 34-52): Human Intelligence Collector Operations. (Washington DC: Department of the 
Army, September 2006), http://www.fas.org/irp/doddir/army/fm2-22-3.pdf.  

http://www.cops.usdoj.gov/mime/open.pdf?Item=1395
http://www.homelandsecurity.org/journal/articles/Scheider-Chapman.html
http://rapporter.ffi.no/rapporter/2006/00915.pdf
http://www.carlisle.army.mil/usawc/Parameters/03spring/thomas.pdf
http://www.weeklystandard.com/Content/Public/Articles/000/000/011/969emims.asp?pg=2
http://www.fbi.gov/publications/leb/2004/nov2004/nov04leb.htm
http://www.fas.org/irp/doddir/army/fm2-22-3.pdf

	Cosponsored by
	Section III. – Torture, Interrogation and the “Ti
	Section IV. – Racial and Religious Profiling
	Section V. – 2007 Protect America Act and NSA Dom

